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(54) Mobile telecommunication means comprising means for detecting and reporting errors 



(57) The present invention relates to a mobile tele- 
communication means (1 ) for a wireless communication 
system, comprising an error detecting means (2) for de- 
tecting errors, which occur during the operation of the 



mobile telecommunication means, and an error trans- 
mitting means (3) for transmitting information about the 
detected errors to a predetermined receiver by means 
of a data bearer service of the wireless telecommunica- 
tion system. 
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Description 

[0001] The present invention relates to a mobile tele- 
communication means for a wireless communication 
system, comprising means for detecting and reporting 5 
errors. 

[0002] Mobile telecommunication means, like mobile 
telephones for the GSM-system (Global System for Mo- 
bile Telecommunication) and the UMTS-system (Uni- 
versal Mobile Telephone System), are used in various 10 
locations, anytime all over the world. They are also used 
under different and varying conditions, e.g. different 
transmitting/receiving conditions, and with a huge 
number of different network operators. 
[0003] Due to this huge plurality of different operating * 5 
conditions, under which mobile telephones are operat- 
ed, it is quite difficult for developers of mobile tele- 
phones, to already consider any possible condition of 
operating during the development and the manufacture 
of a mobile telephone. Therefore, it is difficult to foresee 20 
and to fix errors, which might occur during the operation 
of mobile telephones. 

[0004] In the prior art, the developers of mobile tele- 
phones are depended on the report of the users to locate 
errors. However, these oral or written reports of users 25 
are usually insufficient, since they often cannot give de- 
tails, for example about the conditions, in which the mo- 
bile telephone has been operated and in which an error 
has occurred. 

[0005] Thus, it is often quite difficult to reproduce for 30 
example the environment and the problem, which led to 
the error, on the basis of the report of the user, in order 
to be able to repair the mobile telephone or to generally 
amend the operating software of a certain type of mobile 
telephones showing a certain error under certain oper- 35 
ating conditions. 

[0006] It is therefore the object of the present inven- 
tion, to provide a mobile telecommunication means for 
a wireless telecommunication system, which allows a 
simple and effective way for analysing and fixing errors, 40 
which occur during the operation of the mobile telecom- 
munication means. 

[0007] This object is achieved by a mobile telecom- 
munication means for a wireless telecommunication 
system according to claim 1 . 45 
[0008] According to the present invention, the mobile 
telecommunication means comprises an error detecting 
means for detecting errors, which occur during the op- 
eration of the mobile telecommunication means. The 
mobile telecommunication means further comprises an 50 
error transmitting means for transmitting information 
about the detected error to a predetermined receiver via 
the respective wireless telecommunication system over 
which the information about the occurred errors is trans- 
mitted. The information can e.g. be transmitted in the 55 
GMS-, GPRS (General Packet Radio Service)- or 
UMTS-system. 

[0009] According to the present invention, the error 
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detecting means detects one or more errors, which oc- 
cur during the operation of the mobile telecommunica- 
tion means, for example during a login into the network 
or during a telephone call. After detecting the error, the 
error transmitting means establishes a connection to a 
predetermined receiver, for example to a database in a 
server of the manufacturer of the mobile telecommuni- 
cation means, and sends information about the oc- 
curred errors to this receiver. 

[0010] The present invention has the advantage, that 
the developers of the mobile telecommunication means 
do not have to rely upon the reports of customers, which 
report, often insufficient, about occurred errors. Further, 
the transmitted information may further comprise infor- 
mation about the operating conditions of the mobile tel- 
ecommunication means, when the error occurred. 
[0011] The information about the occurred errors is 
permanently or temporarily stored in a storing means, i. 
e. in a non-volatile memory (NVM) of the mobile com- 
munication means. Hereby, the information stays avail- 
able, for example even when the mobile telecommuni- 
cation means is powered off interimly before the infor- 
mation is transmitted to the network. 
[0012] Advantageously, the mobile telecommunica- 
tion means according to the present invention compris- 
es a tracing means for storing a plurality (for example 
several hundred) of the last executed steps of the mobile 
telecommunication means in the storing means. The 
stored steps contain e.g. information about connection 
establishment, network operator, log in to and log out 
from the network, etc. This additional information com- 
pletes the error information to ease the detecting and 
fixing of errors by the manufacturer or the provider of 
the mobile telecommunication means. 
[0013] The transmitting of information about the oc- 
curred errors can be stimulated automatically by the er- 
ror transmitting means. Thereby, the error transmitting 
means establishes automatically the connection to the 
predetermined receiver and sends automatically the in- 
formation to this receiver upon the occurrence and the 
detection of an error. 

[0014] This has the advantage, that the user of the 
mobile telecommunication means is not annoyed with 
transmitting the information. Hereby, the process of 
transmitting the information can happen secretly, so that 
the transmitting is not recognised by the user. 
[0015] Advantageously, the transmitting of the infor- 
mation is carried out upon the occurrence of a predeter- 
mined event, e.g. in the context of or shortly after login 
to the network, i.e. shortly after switching on the mobile 
telecommunication means. Further, the transmission 
could be carried out during battery recharging and/or in 
the context of or shortly before shutdown the mobile tel- 
ecommunication means (after operating the switch-off 
button), which leads to a logout from the network. 
[0016] The transmitting of the information about the 
detected errors can also be stimulated manually by the 
user of the mobile telecommunication means. 
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[0017] To protect the receiver from an unauthorised 
access, the error transmitting means may send an au- 
thorisation, e.g. comprises a predetermined authorisa- 
tion and security information, to the receiver before 
transmitting the information about the detected errors. 
[0018] The predetermined receiver, where all the in- 
formation about errors are sent to (e.g. the database of 
a manufacturer), is e.g. identified by an address of the 
respective service. In case of a packet-oriented network 
(like GPRS), every transmitted data packet has a packet 
address for transmitting the respectively data packet to 
the correct receiver. 

[0019] The predetermined receiver can also be a call 
site of the manufacturer, which is dialed with a prede- 
termined telephone number to transmit the information. 
[0020] In the following description, a preferred em- 
bodiment of the present invention is explained in more 
detail in relation to the enclosed drawings, in which 

figure 1 shows the principle of error transmitting ac- 
cording to the present invention, and 

figure 2 shows a block diagram of a mobile telecom- 
munication means according to the present inven- 
tion. 

[0021] On the basis of figure 1 , the principle of trans- 
mitting errors according to the present invention is de- 
scribed below. 

[0022] Figure 1 shows a mobile telecommunication 
means 1 (further called mobile telephone 1) according 
to the present invention, a base station 9 of a wireless 
telecommunication system, a telecommunication net- 
work 10 and a receiver 11 for receiving the transmitted 
error information. 

[0023] In case that the mobile telephone 1 detects er- 
rors during operation, the mobile telephone 1 automat- 
ically generates error information, which is/are useful to 
debug the occurred problem. 

[0024] The generated error information could e.g. 
comprise information about the operation conditions, e. 
g. the network operator, location area, cell ID, time, exit 
code, which identify a trigger of the system reset, values 
of registers, last executed steps, IMEI (international mo- 
bile equipment identity), hardware version, software 
version, etc. 

[0025] For transmitting the error information to the 
predetermined receiver 11, the mobile telephone 1 first 
establishes a connection for transmitting data to a base 
station 9 of the wireless communication system. When 
the connection is established, the error information is 
transmitted by means of a telecommunication network 
10 to the receiver 11. 

[0026] The receiver 11 is predetermined e.g. by the 
manufacturer of the mobile telephone 1 . This may be a 
data base, to be accessed through a free call site or an- 
other address in a network. 

[0027] A transmission of the error information might 
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be stimulated either automatically by the mobile tele- 
phone 1 by means of the error transmitting means or 
manually by the user of the mobile telephone 1 as de- 
scribed above. 

5 [0028] The error information is transmitted via a re- 
spective service, e.g. a data bearer service or the like 
which is provided by the respectively wireless commu- 
nication system, e.g. via GSM (Global System for Mobile 
Telecommunication), GPRS (General Packet Radio 

10 Service) or UMTS (Universal Mobile Telephone Serv- 
ice). 

[0029] As shown in figure 2, the mobile telephone 1 
comprises an error detecting means 2, an error trans- 
mitting means 3, a storing means 4, and a tracing means 

15 5 for carrying out the present invention. The mobile tel- 
ephone also comprises a processing means 6 for con- 
trolling and processing the operation of the mobile tele- 
phone 1 and an antenna 8 connected with a transceiving 
means 7 for communicating with other mobile telecom- 

20 munication means and/or base stations of the wireless 
telecommunication system over an air-interface. 
[0030] The means, which are further necessary for 
the operation of the mobile telephone 1, like input 
means, output means, signal processing means, dis- 

25 play means, etc. are also comprised but not shown, for 
the sake of clarity. 

[0031] The error detecting means 2 automatically de- 
tects errors, which occur during the operation of the mo- 
bile telephone 1 . When errors are detected, information 

30 about the occurred errors is stored in the storing means 
4. The error information contains e.g. information of an 
exit or error code, time, network operator, etc. Further 
in order to ease the locating of errors, the information 
about the last executed steps by the mobile telephone 

35 1 , e.g. last several hundred steps like login, logout, es- 
tablishing connections, protocols, are recognised and 
stored in the storing means 4 by the tracing means 5 to 
complete the error information. 

[0032] Thereby, error information in the sense of the 
40 present invention is information, which is useful to locate 
(debug) and remove errors, e.g. error information de- 
tected by the error detecting means and, if necessary, 
the last executed steps stored by the tracing means 5. 
[0033] The error information, that is generated by this 
45 means, is transmitted to the receiver by the error trans- 
mitting means 3 via the wireless communication link as 
described above. 



so Claims 

1 . Mobile telecommunication means (1 ) for a wireless 
communication system, comprising 
an error detecting means (2) for detecting errors, 
55 which occur during the operation of the mobile tel- 
ecommunication means (1), and 
an error transmitting means (3) for transmitting in- 
formation about the detected errors to a predeter- 
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mined receiver (11) by means of the wireless tele- 
communication system. 

2. Mobile telecommunication means (1) according to 
claim 1, 

characterized by 

a storing means (4) for storing information about the 
detected errors. 



thorisation to get access to the predetermine receiv- 
er (11). 

10. Mobile telecommunication means (1) according to 
one of the claims 1 to 9, 
characterized in, 

that the predetermined receiver (11 ) is identified by 
an address in a network of the data bearer service. 



3. Mobile telecommunication (1 ) means according to M> 
claim 2, 

characterized by 

a tracing means (5) for storing a plurality of the last 
executed steps of the mobile telecommunication 
means (1) in the storing means (4). 15 

4. Mobile telecommunication means (1 ) according to 
claim 1 , 2 or 3, 

characterized in, 

that the transmitting of information about the de- 20 
tected errors is automatically stimulated. 

5. Mobile telecommunication means (1) according to 
claim 4, 

characterized in, 25 
that the transmitting of information about the de- 
tected errors is automatically stimulated after 
switching the power on of the mobile telecommuni- 
cation means (1 ) in the context of a login to a net- 
work. 30 



11. Mobile telecommunication means (1) according to 
one of the claims 1 to 10, 
characterized in, 

that the predetermined receiver (11 ) is identified by 
a predetermined phone number. 



8. 



9. 



Mobile telecommunication means (1 ) according to 
claim 4 or 5, 
characterized in, 

that the transmitting of information about the de- 35 
tected errors is automatically stimulated before 
switching the power off of the mobile telecommuni- 
cation means (1 ) in the context of an logoff from a 
network. 

40 

Mobile telecommunication means (1) according to 
claim 4, 5 or 6, 
characterized in, 

that the transmitting of information about the de- 
tected errors is automatically stimulated during bat- 45 
tery recharging of the mobile telecommunication 
means (1). 

Mobile telecommunication means (1 ) according to 
one of the claims 1 to 7, 50 
characterized in, 

that the transmitting of information about the de- 
tected errors is manually stimulated by a user. 

Mobile telecommunication means (1 ) according to 55 
one of the claims 1 to 8, 
characterized in, 

that the error transmitting means (3) sends an au- 
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